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Abstract As the need of communication increases, traffic analysis takes a more and

more important role in the concern of specialists. Traffic behavior is usually

described using traffic monitoring.

This paper has two main parts. The first part describes the theoretical

foundations of network traffic modelling and reviews different kinds of mathe-

matical approaches which are useful for modelling and simulating the behavior

of network traffic. Models that try to improve the Poisson based models are

presented here. The self-similar nature of the traffic data is also emphasized

through the statistical models presented.

The second part contains an analysis made on captured ethernet traffic from

several points of view. During the traffic monitoring there are some particular

aspects that are important for this study: the type of each packet, the number

of packets that are captured at fixed intervals of time, the dimension of each

group of packets in that interval. The data is then analyzed in order to obtain

several features and possible anomalies in the network. Statistical tools are

used to analyze the behavior of the traffic.

1. INTRODUCTION

Packets are blocks of data sent through a computer network. Besides the

specific message, which may be represented by data, each packet can contain,

controls for the management of the connection, or a demand addressed to

the service and other additional information like the sender, the receiver and

information about the control errors that may occur. The data packets may

have a fixed or variable length and can be rearranged, if necessary, at the

destination. The format of a packet depends on the protocol that creates it.
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Protocol is a term used in networking and communication and it defines

the procedures executed for transmitting and receiving data. It is the stan-

dard that controls and makes possible the connection, the communication and

the data transfer between two computers. Protocols can be implemented at

hardware or software level, and also as a combination between the both [8].

The mostly used protocols are:

1 transmission Control Protocol (TCP). It is the protocol from the

TCP/IP model that manages the fragmentation of the data messages

in packets which will be sent via the IP (Internet Protocol), and also

the reassembly and verification of the correctness of the messages re-

ceived. TCP adds a heading to the information that is to be sent. The

source and destination ports allow data to be sent backwards to the right

process that is being executed on each computer;

2 another important protocol in the TCP/IP model is the Internet Proto-

col (IP) which is data oriented. Even if it does not ensure the security

of the data and it does not check if it reached destination, the protocol

makes sure that the heading of the message does not contain any errors;

3 user Datagram Protocol (UDP) is a protocol used in the TCP/IP proto-

col suite. The UDP converts the messages generated by an application

in packets which are then being sent via IP, but it is not very reliable

because it does not ensure the communication path between the source

and the destination and it does not verify that the message was trans-

mitted without errors. Multicast applications like Mbone, that provide

audio and video streams, use UDP as a transmitting mechanism because

the retransmitting services offered by TCP are not necessary;

4 address Resolution Protocol (ARP) is used to determine the physical

address of a node from a network connected to the internet, when only

the IP address (or the logical address) is known. When a node needs to

send a packet, it is first checked that the information from the physical
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address is already sent. If this is the case, then that address is used and

the traffic in the network is therefore reduced;

5 Real-Time Transport Protocol (RTP) is a standard transport protocol

on internet, used for data transfer in real time. RTP uses unicast services

as well as multicast ones. It was created to be used in virtual conferences

and it uses UDP as a transmitting mechanism;

6 Real-Time Control Protocol (RTCP) is designed for scalable transport

that uses RTP for monitoring transmissions in real time between more

computers. RTCP sends at regular time intervals information control

packets and is used to determine how efficient the data is sent and re-

ceived;

7 Hypertext Transfer Protocol (HTTP) handles the transportation of web

requests from the client to the web servers and the receiving of the web

pages requested by the client browsers;

8 the transfer of the files over a network that uses TCP/IP, such as Internet

is done via File Transport Protocol (FTP). It handles the possibility of

copying files in remote system. FTP uses a client/server model in which

a program is being executed on the receiving computer and accesses an

FTP server which runs on the host.

The modelling of the network traffic involves the selection of the character-

istics to be modelled while taking into account the relations between them.

Moreover, in order to provide a good simulation for the real situation, it is

necessary that the model built be close to the reality.

The construction of a model involves different levels of characterization.

The data stream is usually described by a sequence of observations which can

be structured in the form

. . . , X(tn), X(tn+1), X(tn+2), . . .
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at time moments

. . . , tn, tn+1, tn+2, . . .

These observations may describe the traffic from various points of view.

Generally, X(ti) is modelled by a family of random variables with a known

distribution. Considering the time at which the measurements are being made,

the development of the model, can be made under various criteria

1 the nature of the time series:

(a) if the sequence tn is considered to be finite or numerable, then the

described process, S, will be called a discrete time process (S =

{Xn}∞n=0);

(b) if the sequence tn is considered to be infinite, then the described

process, S, will be called a continuous time process (S = {Xt}∞t=0);

2 the way in which the arrival of the packets to a destination are considered

(or of the entities with which one works):

(a) if the process is a punctual one (i.e. at a time moment T a finite

number of packets reach destination), then the model will be build

taking into account a sequence of constants, T0 = 0, T1, . . . , Tn, . . .;

(b) if one considers that the process can be written like this: {N(t)}∞t=0

and that the arrivals are contained in time intervals like: (0, t], then

the stochastic processes N(t) that compose the initial process may

be expressed in this way: N(t) = max{n : Tn ≤ t};

(c) if, instead of working with time intervals, one will use the time be-

tween two arrivals, then the process can be written like this:{An}∞n=1,

where, for the sequence T0 = 0, T1, . . . , Tn, . . ., the relation An =

Tn − Tn−1 is true.
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For a network traffic many types of models have been proposed. Some of

them, though, are not complex enough to describe in a convenient manner the

existent processes.

For example, in the twentieth century, the Poisson distribution was used to

model telephony traffic. Initially, it was thought that it would be appropriate

also for network traffic.

The modelling involved the following aspects:

arrivals of data at certain time moments are described. For an interval

An one builds the relation

P{–An ≤ τ} = 1− e−λτ ,

where the average arrival rate (the average number of arrivals in a time

unit) is λ;

for an interval An of length τ , the arrivals number is described by

P{N(τ) = n} =
(λτ)ne−λτ

n!
.

Working with a Poisson model assumes the identification of the average

arrival rate, λ.

The matter that determined the orientation towards other types of models

was the fact that, in a network, the time intervals between arrivals are repre-

sented by correlated random variables and the use of a Poisson model would

not be useful in this case. The Markov modelling assumes that the dependen-

cies among the variables X(t) are described by Markov processes. Due to the

fact that, generally, the processes depend on discrete states, this type of mod-

elling will resume to using Markov chains. Markov Arrival Processes (MAP)

generalize the Poisson processes by having a non exponential distribution at

each state. A classification of special cases of MAPs may be this one:
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1 phase type renewal processes; the time until the next arrival of an entity

is given by the necessary time of a Markov chain to reach absorption;

2 MMPP (Markov modulated Poisson processes); the different states of the

process are represented by Poisson processes. Each state will determine

the average arrival state, λk;

3 Batch Markov arrival processes; they generalize Markov arrival processes

by having an arrival time greater than one.

In 1993, though, the self-similarity nature of a network traffic was empha-

sized [1].

Definition 5. The series X = {Xn}∞n=0 can be m-agregated by means of

X(m) = {X(m)
k }∞k=0 by summing over a partition of elements of dimension m.

Definition 6. X is called H-self-similar if for ∀m > 0, X(m) has the same

distribution like X, rescaled at dimension m.

Thus,

Xn = m−H
nm∑

i=(n−1)m+1

Xi = m−HX(m),∀m ∈ N,

where H is the Hurst parameter. This parameter has values ranging between 0

and 1. For characterizing self-similarity by means of it, values between 0.5 and

1 are enough. If H = 0.5, then there is no self-similarity, while H = 1 indicates

perfect self-similarity. In practice, the Hurst parameter may be estimated by

different methods. Another instrument used for self-similarity studies is the

self-correlation function.

The cross-correlation is a measure of two signals. The characteristics of one

of them (unknown signal) are being estimated by comparing it with the other

(known) signal.

Self-correlation is a cross-correlation of one entity with itself.

Some of the existing models are:
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1 Fractional Brownian Motion (FBm). This is a Gaussian process of mean

zero, denoted by BH(t), that can be described by the following proper-

ties:

(a) i E[BH(t)] = 0;

ii BH(0) = 0;

iii BH(t+ δ)−BH(t) is distributed N(0, σ |δ|H);

iv BH(t) has independent increments;

v E[BH(t)BH(s)] = σ2/2(|t|2H + |s|2H − |t− s|2H).

Remarks:

(a) in addition, the Hurst parameter can offer information about the

correlation of the increments of the FBm process.

If H = 1
2 then the process is actually a Brownian motion.

If H > 1
2 then the increments of the process are positively corre-

lated.

If H < 1
2 then the increments are negatively correlated;

(b) i BH(t) is a self-similar process if BH(at) = |a|HBH(t).

ii BH(t) is a self-similar process because from the point of view

of the distribution, the above relation holds [9].

iii A stochastic process {X(t)|t ∈ T}, X(t) ∈ R, with T linear

ordered, has independent increments if ∀a, b, c, d ∈ T, such that

a < b < c < d⇒ X(b)−X(a) and X(c)−X(d) are independent

variables;

2 Fractional Gaussian Noise (FGn). The increments of a FBm are known

as Fractional Gaussian Noise. This type of model, in which a station-

ary process, called GH(t), is considered, is described by the following

properties:

(a) GH(t) = 1
δ (BH(t+ δ)−BH(t)) ;
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(b) GH(t) is distributed N(0, σ |δ|H−1);

(c) E[GH(t+ τ)GH(t)] = σ2H(2H − 1) |τ |2H−2, for τ >> δ.

For the same process in discrete time, one may use the following self-

correlation function

ρX(k) =
1

2

(
|k + 1|2H − 2|k|2H + |k − 1|2H

)
, k ≥ 1.

Other interesting types of models that emphasize the self-similarity of the

traffic are: ARFIMA (Fractional AutoRegressive Integrated Moving Average),

wavelet models, Poisson-Zeta processes, M/G/∞ models, self-similar Markov

models, aggregation models.

2. MODELLING PROCESS

The data was captured, using Iptraf under Linux operating system, during

one week and some important aspects for the traffic modelling were monitored:

the packet type (it is relevant to know to which protocol does a certain packet

belongs), the number of packets that are captured in one period of time, the

dimension of this number of packets and the time period mentioned before.

The packets captured belong to the following protocols: IP, TCP and ICMP.

For making a statistical analyze we used SPSS, a computer statistics pro-

gram. The two plots from the figs. 1, 2 provide a visual representation of

the model-estimated mean of the number of packets, and to the dimension

of each group of packets belonging to each protocol for each period of time

respectively.

In order to model the data it is very important to find the regression func-

tion. This function describes the relationship between the dependent variable

Y and the explanatory variable(s) X.

In this case the model will define the relationship between the number of

packets and the period of time. Only the IP protocol data will be used. Using
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Fig. 1. Estimated marginal means of number of packets.

this type of data, a choice of getting a model is to consider the time to be

the explanatory variable and the number of packets that are captured in one

period of time for the dependent variable.

In order to get the right function of the model, we will use the histogram

of the data.

From fig. 3 it can be seen that the regression function is not linear. The

frequency is very high at the beginning, but then it decreases.

In order to see exactly the data behavior a plot of the number of packets

on the unit of time will be used. In the fig. 1 it can be seen that as the

time is passing the number of packets captured is decreasing, but after a short
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Fig. 2. Estimated marginal means of dimension of packets.

stabilization it increases again. An appropriate model for this kind of pattern

is the asymptotical regression model

y = b1 + b2 · eb3·x,

where b1 > 0, b2 > 0, b3 < 0.

The Nonlinear Regression Procedure requires some starting values for all

parameters in the regression function:

b1 represents the lower asymptote for the number of packets. The lowest

value of it is 0, so that is a reasonable starting value;

b2 is the difference between the value of y when x=400 and the lower

asymptote. A reasonable starting value is the maximum value of y minus

b1. For this a good starting value is 2800;
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Fig. 3. The histogram of number of packets.

initially b3 can be roughly estimated by the slope between two ”well sep-

arated” points on the plot. Looking at the chart there are points about

x=30, y=2800, and about x=380, y=0. The slope between these points

is 2800−0
30−380 = −8, thus a rough initial estimate for b3 is -8.

From fig. 4 we can get the estimation of the parameters from the regression

function:

b1 represents the minimum possible number of packets, even if infinite

times were available. Its small standard error with respect to the value

of the estimate suggests that the value is confident in the estimate;

b2 is the difference between the maximum and the minimum possible

number of packets. Its standard error is large and confidence interval is

wide compared to the value of the estimate, so there is some uncertainty

here;
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b3 controls the rate at which the maximum is reached, the so-called ”rate

constant”. Like b1 its small standard error with respect to the value of

the estimate suggests that the value is confident in the estimate.

Fig. 4.

In fig. 5 the Uncorrected Total represents the entire variability in the depen-

dent variable, while the Corrected Total is adjusted to only reflect variability

about ”average” number of packets.

Fig. 5. ANOVA table.

It is important to know how good the model is, so the plot of the residuals

is useful for this. The scatterplot of the residuals is showed in fig. 6. It is
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Fig. 6. Scatterplot of the residuals.

very easy to note that the residuals do not exhibit a pattern, so the asymptotic

model is acceptable in the sense the residuals are independent of the fit values.

To emphasize this, the histogram of the residuals shows a normal probability

distribution in the fig. 7.

Fig. 7. Histogram of the residuals.
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3. CONCLUSIONS

As the network traffic is quite a complex system to be modelled, various

attempts have been made in order to describe its behavior.

Nevertheless, several properties and characteristics rose from the existent

studies, such as self-similarity.

Our analysis attempts to provide a description of an ethernet traffic ob-

served along one week, using Iptraf as monitoring tool. The data was used to

derive a statistical description based on an asymptotic model.

The residuals have a normal probability distributions. This means that the

model is suitable for the traffic data captured.
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